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Security Configuration

< Currently mostly for experts
< Extensions needed to broaden target audience

< Encourage integration of SELinux for “internal” security
requirements

< Not only preconfigured policies/modules

<>Protect specific objects (e.g. patient records)
instead of just confining applications

< application-centered -> data-centered

< Admins know how applications work -> the
difficulty is to know which kernel objects they

need
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Idea

<> Abstraction helps

<> Abstraction from policy language is already
there

<>But: the objects/permissions are hard to handle
with
<> Abstract from objects/permissions
< map them to real system objects
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Abstraction

<>Well-explored topic in Software Engineering
<>Security Engineering needs to catch up

<>Models help
< Models for a specific purpose -> DSL
< Models are versatile

Domain Domain
Expert “ Expert
8L
»

Security

Software _
Engineer “ Engineer
(SELinux)
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Domain Specific Language

<<trustedDocumentWiewer= =

<<Medication= >
coreads MedViewer Medication
<<role>>
Ass istant
= <read=>= i i
{{ufflceD[:;:::arltEdlmr}} T
Schedule
< <read=>
<<role>> Ei:nnr?r?tlgr::} <<documentEditor==
Fhys ician MedEditor -
<<HealthData>=>
Health Data
<<role>> <<packup>>
Administrator <<read>> Backup

T
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The overall process

<>MDS approach to SELinux

Security Policy Metamodel <----

I Template
Generatio

|
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|
i
! Instance of
|
|
|
|
|
|

Security Policy
(Model)

Rule-Template
Assignment

Usage
—P

Policy

Generation Excecutable
Kernel Policy 6
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Security Metamodel (1/2)

<©The core metamodel

<,

0 [ ]

..does not change

<<stersotype>> <<stereotype>>
role object -}
[Class] [Class]
<< stereotype>=> < <stereotype>>
on P hasPermission
resource L ptrml._ispn
[Class] [Association]

..defines the basic abstract syntax

<< stereotype>=>
applicat ion
[Class]

..Is combined with two exchangeable metamodels
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<<stereotype=> <<siereotype>>
role I object <}
[Class] [Class]
<<stereotypes=> <<stereotypes=> <<siereotype>>
an ek hasPermission P
Fesource L ptl’l'l'll..l'.l'fﬂn apyprlication
[Class] [Association] [Class]
Core metamodel
<< Slereotypes» Dbjecm"pe Appfjcaﬁan <<siereotypes»
resource apprlicat ion
[Class] metamode! | metamodel [Class]
CESIEreolypes=
el
{file, filesystem} CEsereotypes > CEFIEreolypes>
: document Editor
+read
+m odify [Class]
{"l:EtErE'I:I"l'FIE}} | < <EIErealypeEs >
L HeakthRecord AdminData
[Class] [Class)
CCIEreOIYpES> > <LSlEreotypes > CELIErEQTYpES > . {{.IIEFE'GIFPE}'? .
trusted Document Viewer ofTic e Docurment Editor health DataBackup adminDataBackup
[Class, Class) IClass] [Class] [Class]
(CEsterectype>> costerectypes> <<stereotype> > <<stereotype>> !
Med icat bon Ps yoho logical Data Logs Schedule
[Class] [Class] [Class] [Class]

'prmﬂ {nede, netif}
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Template Creation

<> Abstract objects have to
be assigned semantics

<<stereotypes >
resource
[Class]
: < Example:
<<stereotype>> If a file is of type
HealthData
. .
T s [ Medi cati on, what does
ifile, filesystem} ~
—— read mean?
+modify
<<stereotype>> <-<siereotype=> getattr 4 read 4 link
HealthRecord AdminData
— —
[Class] [Class]
< <stereotypes> > < <stereotypes> > <<stereotype=> | |<<stereotype=>
Medication PsychologicalData Logs Schedule
[Class] [Class] [Class] [Class]
+append {node, netif}
Hierarchical Resources 9
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What has already been achieved?

< Abstraction from underlying policy language
< Sample policy template for example application
<>Policy generator and textual editor (OAW)

& Java - secureOSproject/src/hospital.sos - Eclipse SDK
File Edit Source Refactor Refactor Navigate Search Project Run Window Help

| cav [ v Qv @@ [ we |8 @505 | © o & [&ava)
m}: Hierarchyw = B | i model.sos (@ hospital.sos 22 = 8 | 5= outline % =8
& role Physician Il | & Physician
< & secureosproject role Assistant o Assistant
- & src . : AR Record
// Application definitions © R
£ hospital.sos application trustedDocumentViewer MedEditor @ Log
[@ model.sos application logDaemon Logger @ MedEditor
[}l secureOSproject.oaw © Logger
< @ src-gen // Data (_ieclaration
mededitor.fc ~data patientdata Record {
) "/usr/share/patientdata/*"
mededitor.if }
mededitor.te
5 medviewer.fc -data logdata Log {
medviewer.if “/var/log/med.log"
medviewer.te }
record.fc // Rules
£ record.if ~allow Physician {
record.te view
b =i JRE System Library [jdk1.6.0 edit
P = Plug-in Dependencies _prll‘lt R
} with MedEditor on Record
b = META-INF
&b build. properties ~allow Assistant {
view
} with MedEditor on Record
-allow Physician {
append
} with Logger on Log ™
& 2]
[2. Problems (@ Javadoc (@ Declaration (E Console & # i~ =08
No consoles to display at this time.
[ | [>
" src - secureOSproject
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ldeas and Concluding Thoughts

<>Close semantic gap between application level
security requirements and its low level
enforcement

<>Use concepts from model-driven development

<>Type creation, polymorphism on object types?
< SELinux types are not “typed”

<>Domain specific language for modelling security
requirements

< No SELinux expert needed for policy development

< E.g. corporate IT-landscape
<>Can be extended for object manager “generation”
< How to evaluate? 11
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Thanks!

Berthold Agreiter
bert hol d. agrei ter @i bk. ac. at

Research Group Quality Engineering
University of Innsbruck
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Backup Slides
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Example: Mobile Healthcare

q\ View & edit
Physmlan @\9& healthre corg™»

Hospital-Domain

Patient C

e Access to health-record is restricted by:
— Role of accessor
— Contextual conditions (e.g., time, location)
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Example continued

\
o Patient B
X0
e&‘“e O
P iew & edit hea\threcord/V ﬂ
V Patient C

Hospita-Domain

Physician

Physician unable to access healthrecords although stored
on his mobile device 15
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M eta m o d e I I i n g QUALITY ENGINEERING
Domain I _ describes Metamodel Abstract syntax

o

DSL Concrete syntax

Semantics

< Formal model can be instanciated from
metamodel

< In terms of concrete syntax
< With semantics assigned
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