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Background

> No standard way to copy/paste

> |CCCM
° PRIMARY - single argument
> SECONDARY - not used much

° CLIPBOARD - transfer wider variety/greater
amount of data
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Motivations and Implementation

> Requirements

> Allow for downgrade when copying between X apps
running at different levels

° Audit downgrades

> Aggressive selection manager
° Modeled after glipper
° Training issue?

> MLS constraints

# the x_application_data "paste" ops (explicit single level)
misconstrain x_application_data { paste }
(11eql2);

# the x_application_data "paste_after _confirm" ops (downgrade permitted)
misconstrain x_application_data { paste_after _confirm }
(11 domby 12 );
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Code snippet

avd = selinux.av_decision()
selinux.avc_reset()
rc = selinux.avc_has_perm_noaudit(ssid, dsid, SECCLASS_X_APPLICATION_DATA, X_APPLICATION_DATA__PASTE, None, avd)
logging.debug("\non_selection_request: avc_has_perm %d" % (rc))
if (avd.allowed & X_APPLICATION_DATA__PASTE) != X_APPLICATION_DATA__PASTE:
selinux.avc_reset()
rc = selinux.avc_has_perm_noaudit(ssid, dsid, SECCLASS_X_APPLICATION_DATA, X_APPLICATION_DATA_ PASTE_AFTER_CONFIRM, None, avd)
logging.debug("\non_selection_request: avc_has_perm %d" % (rc))
if (avd.allowed & X_APPLICATION_DATA__PASTE_AFTER_CONFIRM) == X_APPLICATION_DATA_ PASTE_AFTER_CONFIRM:
try:
self.downgrade.set_item(self.item)
self.downgrade.set_destination_context(dest_context)
except:
logging.debug("exception: %s" % (sys.exc_info()[0]))
logging.debug("traceback: %s" % (traceback.format_exc()))
self.downgrade.run_modal()
if not self.downgrade.approved:
try:
logging.debug("Reject paste request")
gtk.gdk.selection_send_notify(event.requestor,
event.selection,
event.target,
gtk.gdk.atom_intern("GDK_NONE", False),
event.time)
except:
logging.debug("exception: %s" % (sys.exc_info()[0]))
logging.debug("traceback: %s" % (traceback.format_exc()))
return True
else:
logging.debug("allow paste")
else:

return True
else:
debug("allow paste")
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Downgrade Dialog

File Edit View Terminal Tabs Help
[tedx@comms ~]15 toplevel]]

File Edit View Terminal Tabs Help

2 tedx tedx 4096 2008-85-17 17:02 Pictures

2 tedx tedx 4096 2008-85-17 17:02 Public

2 tedx tedx 4096 2008-07-18 07: .pulse

1 tedx tedx 256 2008-85-17 : .pulse-cookie

2 tedx tedx 4096 2008-05-20 12: .rdesktop

1 tedx tedx 0 2008-05-29 : .recently-used

1 tedx tedx 2008-06-10 15: .recently-used.xbel

8 tedx tedx 2008-05-28 12: refpolicy -

1 tedx tedx 2008-07-16 14:11 .rpmmacros -> /home SystemHigh
rts/audit/rpmmacros Paste Downgrade
drwxrwxr-x 28 tedx tedx 2008-07-17 : src2

2 tedx tedx 2008-05-18 12: .ssh ;
drwxrwxr-x 3 tedx tedx 2008-05-18 @9: .subversion Source context|user_u:object_r:xdm_rootwindow_t:CONFIDENTIAL
drwxr-xr-x 2 tedx tedx 2008-05-17 17:02 Templates
drwxrwxr-x 4 tedx tedx 2008-05-17 : . tomboy .XSe55ion-errors

1

2

tedx tedx 2008-07-18 67: . tomboy . log
tedx tedx 2008-05-17 : Videos
1 tedx tedx 2008-07-88 13: .viminfo
2 tedx tedx 2008-05-21 : .wne
2 tedx tedx 2008-06-04 09: .wapi
1 tedx tedx 2008-07-17 09: .xinitrc
1 tedx tedx 2008-07-18 07: .XSession-errors )
-rw-r--r-- 1 tedx tedx 378387 2008-87-15 13:05 xterm.log Destination context user_u:object_r:xdm_rootwindow_t:SystemlLow
[tedx@comms ~15 [] :
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lssues

> Dependence on xcb-xselinux and its python
bindings

> Existing X apps which don’t implement
ICCCM or use selection mechanism in
unexpected ways
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1BD

> Integrate with audit
> Policy - flesh out for enforcing X

> Single process

° Currently there is a process to handle PRIMARY
and another to handle CLIPBOARD

> Test, test, test, ...
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