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Happy Anniversary!
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Labeled NFS
● Client support merged into Linux 3.11

● NFSv4.2 enables file labeling
● File based access control on the client

● Server support still a work in progress
● NFSv4.2 provides file labels
● Missing support for client process labels

● Allow server to enforce client accesses
● Upcoming in RPCSEC_GSSv3
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Android

● SELinux in new Samsung devices
● Permissive mode on GS4

● Updates will enable enforcing mode
● Core component of Samsung's KNOX

● SELinux required in Android 4.3
● Compatibility Definition Document
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Policy and Toolchain

● Fedora 19 shipped with 735 domains
● Number of unconfined domains drops

● 71 with unconfined.pp loaded
● 11 without unconfined.pp loaded

● Toolchain improvements
● Troubleshooting info in systemd
● Better GUI tools, improved ease of use
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What's Next

● Linux Containers
● Add SELinux labeling to containers

● Similar to QEMU/libvirt/sVirt
● Adds additional sandbox security

● Fedora “libvirt-sandbox” package

● Android
● Default AOSP runs enforcing mode
● Improvements to policy
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